
Privacy Policy 

1 Scope and Purpose  1 
The present privacy policy of GRAPIN AG (hereinafter referred to as "GRAPIN") is intended to provide users of 2 
their website and their customers with an overview of how their personal data is collected, stored, processed, 3 
passed on and transmitted when visiting the website and using the services of GRAPIN.  4 

For reasons of easier readability, the usual masculine language form is largely used for personal nouns and 5 
pronouns in this privacy policy. However, this does not imply preference for one sex or discrimination against 6 
the other sex, but should be understood as gender-neutral in the sense of linguistic simplification. 7 

The privacy policy only applies to visitors to the website and users of the services of GRAPIN. It does not apply 8 
to data from websites and services that are not operated, offered or controlled by GRAPIN. Furthermore, this 9 
privacy policy does not apply to websites on which the GRAPIN website is linked. 10 

This privacy policy is in accordance with national and international data protection regulations, in particular 11 
the DGSVO of the European Union, and the Swiss Federal Law on Data Protection (DSG). 12 

The purpose of this privacy policy is to provide information about the data protection measures taken by 13 
GRAPIN. The trust of visitors to the website and users of the services offered by GRAPIN is important to GRAPIN. 14 
For this reason, the collection and processing of personal data is explained in detail below. 15 

Should visitors to the website and users of GRAPIN services have further questions that cannot be answered 16 
by this Privacy Policy, GRAPIN is always available to answer such questions. 17 

2 Recording of Personal Data 18 
As a matter of principle, GRAPIN only records personal data that has been obtained lawfully. A legal basis can 19 
in particular be the initiation or fulfilment of a contract, a consent, a law as well as a public or legitimate interest. 20 
Both visiting the website and using the services of GRAPIN lead to the recording of the following information: 21 

2.1 Recording of Personal Data during Registration and Use 22 
The providing of the services offered by GRAPIN requires the collection of personal data. Depending on the 23 
service used, registration or opening an account involves the collection of name, address, telephone num-24 
ber, e-mail address and other identifying information. 25 

2.2 Other Personal Data when Using the Website and Services 26 
Additional personal data may be recorded through telephone or written communication, customer sup-27 
port or participation in surveys. 28 

In the context of the use of the services offered by GRAPIN entrusted content is neither read nor evaluated 29 
and is protected with suitable technical and organizational security measures against unlawful access by 30 
third parties. The security of the content data during transmission via public networks is the responsibility 31 
of the user. GRAPIN rejects any liability in this respect.  32 

3 Reasons for the Storage of Personal Data 33 
Personal data is stored by GRAPIN for legal and regulatory reasons. On the other hand, personal data is stored 34 
if this is required by the business purpose of GRAPIN and is in accordance with legal regulations. Reasons for 35 
the recording of personal data are in particular: 36 

 the operation of the website and the provision of the services of GRAPIN; 37 
 the management of business requirements; 38 
 the security of operations and infrastructure; 39 
 the fulfillment of obligations and enforcement of terms of the site and services; 40 
 the representation of justified own interests. 41 
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4 Duration of Storage of Personal Data 42 
Personal data is stored in an identifiable format. The duration of the storage is determined by the provisions 43 
of laws or regulations and the business purposes of GRAPIN. Personal data will be kept beyond the minimum 44 
period required by law, provided that this is in the legitimate business interests of GRAPIN, but only for as long 45 
as legally permitted. 46 

If the account of a registered customer is closed, the personal data and other information will be masked with 47 
appropriate measures and kept and access to it will be granted for as long as required by applicable laws. 48 
Personal data relating to such information will continue to be used and disclosed in compliance with this Pri-49 
vacy Policy. 50 

5 Processing of Personal Data 51 
The processing of the personal data collected is carried out in order to ensure flawless services, to improve our 52 
services and to comply with legal and regulatory requirements. By agreeing to this Privacy Policy, GRAPIN au-53 
thorizes in particular the following forms of processing of personal data: 54 

5.1 Marketing 55 
Personal data is used, among other things, to advertise GRAPIN products and online services as well as 56 
products and services of service providers not belonging to the company. The personal data can also be 57 
used to tailor marketing content and GRAPIN services to the interests of GRAPIN users and third party pro-58 
viders. 59 

5.2 Cookies and Tracking 60 
The processing of personal data using cookies and other tracking technologies allows GRAPIN to provide 61 
its users with personalized ads, functions, services and offers. Furthermore, processing in this regard ena-62 
bles GRAPIN to cooperate with third party providers and suppliers such as advertising and analytics com-63 
panies in order to conduct interest-based marketing. 64 

5.3 Communication 65 
The processing of requests from users of GRAPIN services requires access to personal data, e.g. to get in 66 
contact with the users at all. 67 

Consent to the processing of personal data can be revoked at any time and free of charge. Revocation 68 
may, however, under certain circumstances lead to a restriction of functions. Revocation is only possible 69 
to the extent permitted by legal and regulatory provisions. 70 

6 Transfer of Personal Data 71 
Personal data and other information about users of the GRAPIN services may be passed on subject to the con-72 
ditions below. Personal data may be passed on to the following third parties in particular: 73 

6.1 Members of the Business Group 74 
The provision of GRAPIN services, in particular risk management, detection and prevention of potentially 75 
illegal activities and management of the availability and connectivity of GRAPIN products and services re-76 
quires the transfer of personal data within the GRAPIN group of companies. 77 

6.2 Service Providers of GRAPIN 78 
Die Erbringung der GRAPIN-Dienste erfordert den Beizug bzw. die Hinzunahme weiterer Service Provider, 79 
die Dienste unter Anweisung und im Namen von GRAPIN erbringen. Dies erfordert wiederum die Weiter-80 
gabe personenbezogener Daten und weiterer Informationen. 81 

6.3 Other Institutions 82 
The transfer of personal data to other institutions may be necessary for business, legal or regulatory reasons. 83 
This is especially the case if: 84 

 GRAPIN is required to comply with any law, court order or other regulation; 85 
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 Law enforcement agencies, duly authorized government officials or other third parties, as a result 86 
of a subpoena, court order or other legal process, or as a result of proceedings against users of 87 
GRAPIN or against GRAPIN itself; 88 

 GRAPIN, in its sole discretion, believes that the disclosure of personal information is necessary or 89 
appropriate to prevent physical harm or financial loss and to assist in an investigation of illegal 90 
activities; 91 

 the protection of essential interests of a person requires it; 92 
 to investigate violations of user agreements or other legal provisions underlying the services or to 93 

enforce these legal instruments; 94 
 to protect the assets, services and rights of GRAPIN; 95 
 the purchase or sale of a company or parts of the company is to be supported 96 
 shipping services related to GRAPIN services and similar services require it; 97 
 the assessment and control of risks and the prevention of fraud directed against GRAPIN custom-98 

ers or GRAPIN itself; 99 
 other financial service providers need them urgently to process transactions; 100 
 credit agencies and collection agencies demand it; 101 
 a forthcoming merger or acquisition of another company requires it; 102 
 the fulfillment of the audit, compliance and corporate governance requires it; 103 
 the fulfilment of other obligations requires it. 104 

Personal data and other information will be passed on to other institutions if the GRAPIN users agree or 105 
instruct GRAPIN to do so.  106 

Summarized statistical data, by which individual users of the GRAPIN services cannot be identified, is also 107 
passed on to third parties or to the public.  108 

7 International Transfers 109 

The hosting of the infrastructure (administration, data center, physical servers, etc.) takes place entirely in Swit-110 
zerland. The Internet is a worldwide system of independent, interconnected networks and computers. GRAPIN 111 
only has influence on those systems that are in your network. It is therefore possible that international trans-112 
missions occur within the data traffic. 113 

8 Use of Cookies and Tracking Technologies 114 
GRAPIN and its business partners may use cookies and other tracking technologies (hereinafter "cookies") 115 
when visiting their websites or using their online services: 116 

 to be able to recognize their customers; 117 
 personalize online experiences, services, content and advertising 118 
 evaluate the effectiveness of actions; 119 
 to perform analyses; 120 
 minimize risks; 121 
 to avoid potential fraud and; 122 
 to promote trust and security in connection with the services offered by GRAPIN. 123 

Disabling or rejecting cookies may result in limited or no longer possible use of the website and online 124 
services. 125 

9 Rights 126 
Visitors to the website and users of the services offered by GRAPIN have the right to access, correct, limit, op-127 
pose, cancel and transfer their personal data. The exercise of these rights requires contacting GRAPIN and, 128 
under certain circumstances, the presentation of proof of identity including a photograph. 129 

Registered persons can basically check and edit certain personal data in their account settings. Where appro-130 
priate, automated decision making is used. 131 
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10 Protection of Personal Data 132 
Physical, technical and administrative security measures are in place to protect personally identifiable infor-133 
mation from loss, misuse, unauthorized access, disclosure or alteration. These measures include firewalls, data 134 
encryption, physical access restrictions for our data centers and authorization controls for accessing data. 135 

GRAPIN is concerned about the security of the data of visitors to its website and users of its online services. The 136 
security and confidentiality of passwords, two-factor authentication codes (2FA) such as Google Authenticator 137 
or YubiKey, and accounts in general is the responsibility of the users. Furthermore, users of the services offered 138 
by GRAPIN have to ensure that the personal data is correct and always up to date. Any liability for the protec-139 
tion of personal data, which is passed on due to account links, is hereby expressly excluded. 140 

11 Use of the Services offered by GRAPIN by Minors 141 
Minors can only use the services offered by GRAPIN to the extent that this is legally permitted in the respective 142 
country. No information is knowingly collected from minors or other persons who are not able to use our ser-143 
vices legally. If we become aware of the collection of data from minors, the said information will be deleted 144 
immediately. Except in cases where GRAPIN is legally obliged to keep the data. 145 

12 Changes to the Privacy Policy 146 
This Privacy Policy can be changed, adapted or updated unilaterally by GRAPIN at any time. The revised Privacy 147 
Policy will apply from the published effective date. 148 

GRAPIN will inform the users of its services of revisions with significant adjustments and changes at least 30 149 
calendar days before they come into effect by e-mail or other appropriate means. 150 

13 How to Contact Us 151 
In case of questions or concerns regarding this Privacy Policy, visitors of the website and users of the services 152 
offered by GRAPIN are welcome to contact GRAPIN by phone at +41 43 343 22 44, by e-mail at info@grapin.ch 153 
or via the online message form. 154 

Wallisellen, 16 Dezember 2020 155 
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